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Abstract:

The study aimed to analyze and evaluate the impact of cloud
computing application on the security and confidentiality of
information for banks registered with the Central Bank of Egypt. The
researcher relied on the descriptive approach and used the questionnaire
as a tool for the study. It was distributed to the study sample, which
consisted of branch managers, executive directors, department heads,
and employees working in the banking sector. Their number was (265)
singletons. The results of the study proved that the use of cloud
computing leads to improving the security of banking information by
providing better data protection and advanced security monitoring.
Manage controlled access and enhance the confidentiality of banking
information by applying encryption techniques. The study
recommended that it be a reliable cloud service provider known for
providing high levels of security and performance. Verify the
availability of backups and emergency recovery mechanisms. It is
necessary to use reliable encryption techniques to protect and
confidentiality of data stored and sent via the computing cloud and to

provide mechanisms to manage and secure encryption keys.

Keywords: cloud computing, information security, information
confidentiality, Egyptian banks
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